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NI NPINN HAPDY, PNV 92T D35 ,1NNOVYHA DXANDIN NPNYNN 9D NN ADWD v papin  28.1
.DN2 VIDYWN NP2 DNPRNN ,DNYYON ,NNTNDVION 12297 INY DY DDV ,0MPNN Yy
: DYANDMN NONYNN DD HY VYPH P 28.2
URL Documentation NN 95N oY
https: //cloud.google.comsstorage/thl= | Object storage for companies of | Cloud Storage
en all sizes
https: //cloud.google.com/bigquery?hl | Cloud data warehouse BigQuery
=en
https: //cloud.google.com/bigquery/do | BigQuery Geo Viz is a web tool | BigQuery Geo
cs/geospatial-visualize for visualization of geospatial Viz
data in BigQuery using Google
Maps APIs
https: 7/cloud.google.com/dataflow?hl= | Unified stream and batch data DataFlow
en processing that’s serverless, fast,
and cost-effective.
https: //cloud.google.com/dataprep?hl= | A cloud data service to visually Dataprep
en explore, clean, and prepare data
for analysis and machine
learning
https: 7/cloud.google.com/data- Visual point-and-click interface | Data Fusion
fusion?hl=en enabling code-free deployment
of ETL/ELT data pipelines
https: 7/cloud.google.com/data- Data Catalog is a fully managed, | Data Catalog
catalog/docs/concepts/overview scalable metadata management
service within Dataplex
https: //cloud.google.com/dataform?hl | Develop and operationalize Dataform
=en scalable data transformations
pipelines in BigQuery using SQL
https: 7/cloud.google.com/bigquery/do | BigQuer with location BigQuery GIS
cs/geospatial-intro information capabilities
https: 7/cloud.google.com/looker- Build reports and dashboards Looker Studio
studiothl=en
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https://cloud.google.com/storage/?hl=en
https://cloud.google.com/storage/?hl=en
https://cloud.google.com/bigquery?hl=en
https://cloud.google.com/bigquery?hl=en
https://cloud.google.com/bigquery/docs/geospatial-visualize
https://cloud.google.com/bigquery/docs/geospatial-visualize
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URL Documentation NMNON "5 oV
https: //cloud.google.com/lookerrhl=en | Unified business intelligence Looker
platform
https: //cloud.google.com/apigeethl=e | APIs Management with ApiGee
n unmatched scale, security, and
performance

https: 7/cloud.google.com/billing/docs | Cloud Billing is a collection of Cloud Billing
tools that help track and
understand your Google Cloud
spending, pay your bill, and
optimize your costs.

S YTNN NNVAN DINNA DXANINN MNYNN DD OV VPO PYNY  28.3

URL Documentation IWon | GCP -a999n ov /19999
S 129

https: //cloud.google.com/secur YN NNVIX NVIN D | Security 1739
ity-command- , 002 N9) ¥y 1N >0oa | Command Center
center/docs/concepts-security- (Mnwpn ,mwoin | (SCC) Premium
command-center-overview
https: //cloud.google.comv/secur | 90 MNTIN >pwHNa NN | BruteForce 17an
ity/products/recaptcha- MY NI 7 wviny | recCAPTCHA
enterprise mMNTIN 'pwHna | Enterprise
https: //cloud.google.com/secur mMrvIM oownnwn 9 | Identity Platform | 17201
ity/products/identity- MFA -y 2FA + (IAM)
platformthl=en
VPC firewall rules | Cloud Firewall VPC Firewall 1720
Firewall | Google Cloud
https: //cloud.google.com/secur nMYpPN nMNayn m» | Cloud IDS 1737
ity/products/intrusion- (intrusion
detection-system?hl=he Detection

System)
https: //cloud.google.comv/blog/ | yya maw0pYar wxr NN | Cloud Armor 172
products/identity-security/new- 907 n9'naY 1 mIvwanN) | (Cloud Load
waf-capabilities-in-cloud- (1 12y9n | Balancing and
armor Network Services

(Cloud Armor,

Cloud NAT,

Network

Telemetry, IP

addresses))
https: //www.f5.com/cloud Ny MOVPYIN YR NN | F5 XC SAAS 5927

Pov1 NYNaY 2 MAvoN) | Distributed Cloud
(5 1299 | WAF

mTyn 9 7 CA | Certificate 1727
https: //cloud.google.com/secur Authority Service
ity/products/certificate-
authority-service
https: //cloud.google.com/secur mnnan 51 | Cloud Key 172
ity/products/security-key- Management
managementthl=he Service

5w noyn) ¥y maxn | CipherTrust 57270

o»n NN 9o Thales | Mana ger

(MAaNNN MNNaN Hv
https: //cloud.google.com/secur API>pwnn Sy nnn | Secret Manager 192
ity/products/secret-manager
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https://cloud.google.com/security-command-center/docs/concepts-security-command-center-overview
https://cloud.google.com/security-command-center/docs/concepts-security-command-center-overview
https://cloud.google.com/security-command-center/docs/concepts-security-command-center-overview
https://cloud.google.com/security-command-center/docs/concepts-security-command-center-overview
https://cloud.google.com/security/products/recaptcha-enterprise
https://cloud.google.com/security/products/recaptcha-enterprise
https://cloud.google.com/security/products/recaptcha-enterprise
https://cloud.google.com/security/products/identity-platform?hl=en
https://cloud.google.com/security/products/identity-platform?hl=en
https://cloud.google.com/security/products/identity-platform?hl=en
https://cloud.google.com/firewall/docs/firewalls
https://cloud.google.com/firewall/docs/firewalls
https://cloud.google.com/security/products/intrusion-detection-system?hl=he
https://cloud.google.com/security/products/intrusion-detection-system?hl=he
https://cloud.google.com/security/products/intrusion-detection-system?hl=he
https://cloud.google.com/blog/products/identity-security/new-waf-capabilities-in-cloud-armor
https://cloud.google.com/blog/products/identity-security/new-waf-capabilities-in-cloud-armor
https://cloud.google.com/blog/products/identity-security/new-waf-capabilities-in-cloud-armor
https://cloud.google.com/blog/products/identity-security/new-waf-capabilities-in-cloud-armor
https://www.f5.com/cloud
https://cloud.google.com/security/products/certificate-authority-service
https://cloud.google.com/security/products/certificate-authority-service
https://cloud.google.com/security/products/certificate-authority-service
https://cloud.google.com/security/products/security-key-management?hl=he
https://cloud.google.com/security/products/security-key-management?hl=he
https://cloud.google.com/security/products/security-key-management?hl=he
https://cloud.google.com/security/products/secret-manager
https://cloud.google.com/security/products/secret-manager
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https: /7cloud.google.comsdatap | ¥ »N N Yy M) | Dataplex 17anM
lexthl=en

https: //cloud.google.com/secur Y110 997 NIy NN | Cloud Data Loss | 1721
ity/products/dlpzhl=he Prevention

https: //cloud.google.com/dlp/d
ocs/inspecting-storage

https://cloud.google.com/dIp/d onm nonnn | De-identifying 1720
ocs/deidentify-sensitive-data sensitive data

MTI9YY DIMINAY MVWIIT .29

Y 92 (O»YTIN DXNNNI) DINRIAN DOINDPNT WINIWN 912 TiNYd POINN NNNAVYaN  29.1
: DANN DIPYN 1YY MAMNN NI ,TI92 NPNYNI MWD 1IN

NN 15703 NN WINIY 99 YNNI YWINMY MUY 11
APNNNN noYNN NHYan
(1 nTay n>»an)

2TB 50 GB YSINN OMNNI NVYP NA)

10,000 500 DYVOPIN DINAP 190N

1.5PB 10TB DN DN N 'O

5915 ,mM2°201 Y53) NOYNa
(Mm>an n1>aoy DR

1,500 100 NNRNY MNDIRY 190N
2TB 200G MINNNN DIN) NOW NI
500 20 DYV DOVHNNYN 1901

(M0 Yon) NoyNa

DWW MYIIT  29.2

19INDY NXPO NNPN) POMOPN TYN) DINIAN DN TINYD WITN NNNvLIN  29.2.1
: (DVNPI9N Y2Y 920NN

YT nYIY
nMv 15 N9IWNY WHRNWN MIINNND 1A% TUN
nMw 2 919 971 92YN NHNTI ,NVIVA NYIVAD NANN AT
mpT3 Geo Processing T2y b 10t Twn
nMw 10 ETL »55 mysnna Data Pipelines 29010 T2y 19t Ten
nMw 10 MetaData nonw nt un
nMw 10 Catalog-nn ©°n) N3N 0t TN
nmv 10 BI 552 599X »100NAON Y10 INSND 93 TUN
nv 10 VN Y9N NIYT NSV DT TYVN

9% P2 NPIVN NNPNY 12232 ,190N9 YTRN DIPRY NINIKIO0 NPMAVYL NNPNY 02/2024 “ON YaNIA 119N
DYWITIN DXMIWYWA 12 NADI — NHWNNN

95 7NN 53 47


https://cloud.google.com/dataplex?hl=en
https://cloud.google.com/dataplex?hl=en
https://cloud.google.com/security/products/dlp?hl=he
https://cloud.google.com/security/products/dlp?hl=he
https://cloud.google.com/dlp/docs/inspecting-storage
https://cloud.google.com/dlp/docs/inspecting-storage
https://cloud.google.com/dlp/docs/deidentify-sensitive-data
https://cloud.google.com/dlp/docs/deidentify-sensitive-data
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,TINY DY NTIPI XD, NN 19IND,)IVN MMV D) DY 1DYAY NNNAVYIN YOI DD  29.3.1
MIIYNN KOO PVNMIVIN JPINI NNAYNN MNN ,0NDN 2572 HWI HY NIPPRIAY 1o
SNR 92PN 23970, 1PVIN

NI DN TNN YIY YN ,XIND DWW zones WA Multizone 2 byan nnMov oN  29.3.2
¥ YT PR YD NP .NOIYNI DIVATIN DI DIOMIVN D50 NOND Myn 1NN
.ZONes-M MY NN 12 DYIN NIIWNN

-N NNAN NOY PYTIN YNNI L(MIDINNN 991D) NNNALLIN DY NONMON MMMN - 29.3.3
9901 5ND .WTINA MYV 3.6 DY NOY> XD SUTINND NNAVNN TYN /N0 MP ,99.5%
.D»NY DY MDY XD UTIN2 MNIAVNN

SY MDY DOWNRNWNN 595 N2V 5 DY NOY KD YTIND 120800 MOPNN 19010 29.3.4
Rpap)lalbplaly

099°uY MYIn) .30

MPY TNN NYY ,NOWNN DY 10N PYNN MYSNNI NOIWNN OIMND IWINRN NNNOVYON  30.1
: DONIN OMITYN NN YN, 02900 NNNN

LDDYP YN NMNPN NYININ DOVTN YN MNPNH naow - 30.1.1

MO NPY  NITY NI NADIN NONTI ,NPN D1 2ApNNnn 0NN MIan NITY  30.1.2
IV MVTN DY NYTHIN ,DX02PNNN DINIAPN

DMIMN NVOP POINI DINITYY DMPY IWARN NIWNN - NVYPN MHNNa "»dw  30.1.3
11279,y HN MNPHN

.(Bronze) raw data zone-> nVopPN IIONN  30.1.4
Silver zone-Y oNY2YM ONMIN NP>T2O9NN 30.1.5

y1nn 0)X1 Gold zone-1 oNVYPY DNMN TIPN 30.1.6

199591951 oM»wn 30.2
MPPTAN MIONNMPYIN NYON 30.2.1
DN MIAON TONNANPY  30.2.2
MNAVY91 Madown PAETL no»>onna»n»y 30.2.3
VTN DIND DXDMP DMINN DXA0N YN MNPN D1 MNRNM DOPTIN NI 30.2.4

00N 0NN MMT NITVI NITHIN 30.2.5
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7N 11NN

NVYP MYSNNI 0NN TOND NTIAYN YHINI DIPIND MDY NN Nynvn  30.2.6
2NN NIADY IPNNN MTHN DINIP

199N N220 DINNY MYrHT.31

LPMIY NNONA PYNRIVN Region-1 ©Hyamn ,GCP v pyn >nv »1) By 0pn NNMavHan
(01215%)) YNoWNNN PYN

,TONOWNNN YNRN NITY NNONA op»v landing zone-n NIYDNA NN NNNOVIAN NYYIN
TIVN Y IDYAPY NPTIIN PY DI NPNYN DY DOINN PNOVNNN DOINTN TIVND 7Y OPINN
ANOVNNN DVINTN

2277 nyMIN >NownNnN Landing Zone-n YNXINY ORNNA DIWaY 1IN0 7PN PADN ¥ WX TY

YINN NITYY MHANNNY MY .32

DXMIPY TIIND DMMWYN NOVNNM YTIVNID NIVARNDT SNIWNND Y10 NNIYY NV NN YHN NITY
DNNN NNVIND NTIAY NNEND YIDY TIN YOI YPDY LNIN DY DPNOVNNI NIN DANND
YTNN NITYA ITHN IWR OSNOWNNN NTIAYN JPND

m7enn an'm TN

A‘ TN 7¥ D'ONIYN DY

nan'nin IPSec (VPN)

DirectConnect / InterConnect

o"ann o'nn'y
R

|t 7wnn VPC ar 7wnn j112Nnn 7nm
o'MY Niin [117a] jwva VPC

[13N0 7010
DMWY NN

n'mwn
n'nae nen

On-prem

MYwnn Twn On-prem / ISP

/ISP |'T 7wnn

311

31.2

31.3

321

: DN MNYI 1900 NOND YR NITY  32.2

P2 DOMPY NII¥ DIV MIVANN : (Government to Government) G2G-n nwy 32.2.1
ONOWNNN NYIA NOWNNND YTIVN

YT O YN IND O”NOWNRN IN 09N NN :Open gov In (OGD) -0 nwy 32.2.2
.NOUNNN NYI2 DNPDNINN DINPY NN

DOXNPY NN T HY YN TIND NHWNND NIWann : Open Gov Out (OPU) -nnwy 32.2.3
.DMPNOWNN NIND DXANN T DY D1NDNINN
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NODIANND MIPYN NWYN DM TIVN P2 1IWNN YMPY NIINY dNvn navann G2G-n naao
.OAuth Token np>72 57y 179970 DI N, 0>TIVNN MW HYW GW-N 12 NNLAIND NNYPN DY

DVOPTN TN DY NNMYPNN NPNVN DY YNIN YD OXTIVNN 1229970 NWPN

DYMPYN NN IWND  Full Mesh nisna mdimd pyv 0> 19vnn 12 9Wpn NP2LVPIYAN NNIN
TIT YSIND OONMN NNIAYN NNT OY HONTN TN DY MIAIWNN KOO NPY NN YNINN
.DYTIVNN YD DN MON,OVINTN TIVH DY NYIN NNV

NYIN NNV DYDY Y 19IND TIWN D10 DXNIPY TIND TV DD NIWIND 1T NNVPVIIIN
TN MNYIL DX TIVN NIV P NNYPNN NITHIN DY 1X0Y9 TH MDY NYNTY D00 TN TIvn DY
0PI

YNID TNN PR) QUIND TIVNNND DXMPYN 595 NIIND MIVIN TNNN TIVNY IWINN I NN
MrYIN NX 07NN OAuth-n 1aNND MXYIND OXNNAL(TIVND IMN DI DY 1T 1YW
.DOMPYY NYIN

Application
Server

« Send Application ¢ Get OAuth token ® Return Token ¢ Backend URL
request on Port from remote GW from OAuth Server * Backend Port
13443 local GW with x-* params e Check MTLS « Swagger

e OAuth Token ¢ Send request on connection
Include headers: port 8443 « Check Token and
o x-client-id Scope
o x-client-secret ¢ Route to Service
® x-scope

— —__ \______ \ )

gw user guide for gov.docx NaDI - NPMINN THON 35 HIYAY Paon HY

NN99VY9N 72920 .33

: MINAN MDD NN DIVON NNPNAVYON

,INMOVYIN YW LIYONN D220 wHwn N2avn — (Production) M¥»n naav 33.1.1
.D2DNN MYIT DY ONNNA

9N2Y DWW NN MDD ¥INND PIDN NX WHYNY N220 — (Dev) M on nao 33.1.2
1 N2°202 NNNOVOANN NNN NN PINND PR D

N2>205 1NI2YN 9D MINDI NPT TNYY Poon IR wnvn — (QA) vov N1ao 33.1.3
DNPN DN DIYON LOVN NIV NN

11220 ,)2 192 NYNVM NITTN YINKY WNRWN 11 N0 — (Staging) NPN¥NOPNNI N0 33.1.4

DD MNMPN /DJDND DRNNI MYITIN NNMAVIN SY MNDN Y3 NX DIVON N
NNOND DIVON INNVIND NXAD .(DNIPAN M 29D) NY DI NMIDTYN NIDIWINN
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